SecureData Lab Access Agreement and Confidentiality Commitment

| confirm that I:

e Am familiar with the technical and organizational measures (TOM) published on the website of
SecureData Lab to ensure and maintain data security in the SecureData Lab.

e Amin an active employment or student or an equivalent relationship with the scientific
institution specified in the research project.

o Keep the personal access data assigned for two-factor authentication (password and security
code) confidential, do not disclose them, and protect them from unauthorized access.

o Use the access exclusively for the research project approved within the SecureData Lab and
not for any other permissible and lawful scientific purposes.

e Comply with all confidentiality obligations, especially the statistical confidentiality according to
Principles for Securing and Providing Confidential Statistical Data, all data security measures of
the General Data Protection Regulation, and all data protection requirements, and commit to
absolute confidentiality regarding all data accessible to me during my scientific activities.

e Do noft alter the configuration of the provided statistics program for logging work steps or the
log files generated by the respective statistics program.

e Do noft allow other persons to access or become aware of the data, nor make the data
accessible to others.

e Do not use any screen capture functions, screen sharing, video conferencing tools, or similar
procedures during access.

e Do not copy, photograph, transcribe, or otherwise make the provided data available outside

the access point in any way (e.g., by taking written notes).

Never aftempt to re-identify statistical units.

Do not use the internet for other purposes during access.

Do not use other media and information sources during access.

Ensure that the source code used for conducting the research project supports an automated

control of confidentiality maintenance through appropriate routines, particularly the

implementation of case counters.

e Ensure that in the event of my departure from the scientific institution specified in the research
project or from the research project itself, this is reported to the SecureData Lab.

e Ensure that the results of the research project do not allow conclusions about individuals, even
through indirect idenfification.

| am aware that:

e The criminal provisions art. 283 and 374 of act No. 300/2005 Coll. the Criminal Code regarding
the observance of statistical confidentiality apply to me and my scientific activities in the
SecureData Lab.

e Violations of the above obligations can lead to appropriate legal, including criminal,
prosecution and may result in liability for damages.

e Inthe case of misuse of the accessible data, the calculated results cannot be used further, and
access to the SecureData Lab will be blocked.

(full name in legible block letters)

(signature, place, date)
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https://slovak.statistics.sk/wps/wcm/connect/b6f5e78b-6046-41e2-98fb-30de53a73d94/Zasady_aplikacie_ochrany_v4.pdf?MOD=AJPERES&CVID=oA.Ed6D&CVID=oA.Ed6D

